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OBJECTIVES 

• FRAMEWORK FOR CYBERSECURITY 

• CYBERSECURITY FUNCTIONS 

• CYBERSECURITY CONTROLS 

• COMPARATIVE EXAMPLES 

• REFERENCES 
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US CRITICAL INFRASTRUCTURE 

Chemical Sector 

Commercial Facilities 

Sector 

Communications Sector 

Critical Manufacturing 

Sector 

Dams Sector 

Defense Industrial Base 

Sector 

Emergency Services 

Sector 

Energy Sector 

Financial Services Sector 

 Food and Agriculture 

Sector 

Government Facilities 

Sector 

Healthcare and Public 

Health Sector 

Information Technology 

Sector 

Nuclear Reactors, Materials, 

and Waste Sector 

Transportation Systems 

Sector 

Water and Wastewater 

Systems Sector 

http://www.dhs.gov/chemical-sector
http://www.dhs.gov/commercial-facilities-sector
http://www.dhs.gov/communications-sector
http://www.dhs.gov/critical-manufacturing-sector
http://www.dhs.gov/dams-sector
http://www.dhs.gov/defense-industrial-base-sector
http://www.dhs.gov/emergency-services-sector
http://www.dhs.gov/energy-sector
http://www.dhs.gov/financial-services-sector
http://www.dhs.gov/food-and-agriculture-sector
http://www.dhs.gov/government-facilities-sector
http://www.dhs.gov/healthcare-and-public-health-sector
http://www.dhs.gov/information-technology-sector
http://www.dhs.gov/nuclear-reactors-materials-and-waste-sector
http://www.dhs.gov/transportation-systems-sector
http://www.dhs.gov/water-and-wastewater-systems-sector
http://www.dhs.gov/nuclear-reactors-materials-and-waste-sector


NIST FRAMEWORK UPDATE 

FEB 12, 2013 EXECUTIVE ORDER 

• EXECUTIVE ORDER 13636 – IMPROVING CRITICAL INFRASTRUCTURE CYBERSECURITY 

FEB 12, 2014 FRAMEWORK FOR IMPROVING CRITICAL INFRASTRUCTURE CYBER SECURITY, V1.0 

COMPENDIUM OF INFORMATIVE REFERENCES  

• REVIEW OF OVER 320 NATIONAL & INTERNATIONAL STANDARDS, GUIDELINES, DIRECTIVES, BEST PRACTICES, MODELS, 

SPECIFICATIONS, POLICIES AND REGULATIONS, INCLUDING INPUT FROM: 
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ANSI 

ISA 

NERC 

API 

ISO 

IEC 

NEI 

NIST 

NFPA 

OIG 

OLF 

OPC 

SANS 

TIA 

 



NIST FRAMEWORK CONCEPTS 

• THE FRAMEWORK COMPLEMENTS, AND DOES NOT REPLACE, AN ORGANIZATION’S EXISTING BUSINESS OR 

CYBERSECURITY RISK MANAGEMENT PROCESS AND CYBERSECURITY PROGRAM. RATHER, THE ORGANIZATION CAN USE ITS 

CURRENT PROCESSES AND LEVERAGE THE FRAMEWORK TO IDENTIFY OPPORTUNITIES TO IMPROVE AN ORGANIZATION’S 

CYBERSECURITY RISK MANAGEMENT. ALTERNATIVELY, AN ORGANIZATION WITHOUT AN EXISTING CYBERSECURITY PROGRAM 

CAN USE THE FRAMEWORK AS A REFERENCE WHEN ESTABLISHING ONE.  

 

KEY CONCEPTS 

• FRAMEWORK CORE  

• FRAMEWORK IMPLEMENTATION TIERS  

• FRAMEWORK PROFILE 
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NIST FRAMEWORK CONCEPTS 

CORE 
FUNCTIONS 

CATEGORIES 

SUBCATEGORIES 

INFORMATIVE REFERENCE 

TIER 
0 - PARTIAL 

1- RISK INFORMED 

2 - REPEATABLE 

3 - ADAPTIVE 

PROFILE 
ESTABLISH A ROADMAP 

6 Framework for Improving Critical Infrastructure Cybersecurity, Version 1.0, February 12, 2014 



FRAMEWORK CORE 

Function Category Subcategory Informative Reference(s) 

IDENTIFY 

PROTECT 

DETECT 

RESPOND 

RECOVER 

7 Framework for Improving Critical Infrastructure Cybersecurity, Version 1.0, February 12, 2014 



NIST FRAMEWORK 
FUNCTIONS 

• DEVELOP THE ORGANIZATIONAL UNDERSTANDING TO MANAGE 

CYBERSECURITY RISK TO SYSTEMS, ASSETS, DATA, AND CAPABILITIES.  

• THE ACTIVITIES IN THE IDENTIFY FUNCTION ARE FOUNDATIONAL FOR 

EFFECTIVE USE OF THE FRAMEWORK. UNDERSTANDING THE BUSINESS 

CONTEXT, THE RESOURCES THAT SUPPORT CRITICAL FUNCTIONS, AND THE 

RELATED CYBERSECURITY RISKS ENABLES AN ORGANIZATION TO FOCUS 

AND PRIORITIZE ITS EFFORTS, CONSISTENT WITH ITS RISK MANAGEMENT 

STRATEGY AND BUSINESS NEEDS. EXAMPLES OF OUTCOME CATEGORIES 

WITHIN THIS FUNCTION INCLUDE: ASSET MANAGEMENT; BUSINESS 

ENVIRONMENT; GOVERNANCE; RISK ASSESSMENT; AND RISK 

MANAGEMENT STRATEGY.  
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IDENTIFY 

Framework for Improving Critical Infrastructure Cybersecurity, Version 1.0, February 12, 2014 



NIST FRAMEWORK 
CYBERSECURITY CONTROLS 

PLANT REFERENCE 

• POLICIES 

• ROLES & RESPONSIBILITIES 

• RISK ASSESSMENT 

• EQUIPMENT LIST 

• AREA / PROCESS CLASSIFICATION 

• P&ID’S 

CYBER CONTROL 

• POLICIES 

• ROLES & RESPONSIBILITIES 

• VULNERABILITY ASSESSMENT 

• ASSET / APPLICATION LIST 

• ASSET / APPLICATION CLASSIFICATION 

• NETWORK DIAGRAMS 
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IDENTIFY 



• DEVELOP AND IMPLEMENT THE APPROPRIATE SAFEGUARDS TO 

ENSURE DELIVERY OF CRITICAL INFRASTRUCTURE SERVICES.  

• THE PROTECT FUNCTION SUPPORTS THE ABILITY TO LIMIT OR 

CONTAIN THE IMPACT OF A POTENTIAL CYBERSECURITY EVENT. 

EXAMPLES OF OUTCOME CATEGORIES WITHIN THIS FUNCTION 

INCLUDE: ACCESS CONTROL; AWARENESS AND TRAINING; DATA 

SECURITY; INFORMATION PROTECTION PROCESSES AND 

PROCEDURES; MAINTENANCE; AND PROTECTIVE TECHNOLOGY.  
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PROTECT 

NIST FRAMEWORK 
FUNCTIONS 

Framework for Improving Critical Infrastructure Cybersecurity, Version 1.0, February 12, 2014 



PLANT REFERENCE 
• TRAINING 

• BACKGROUND CHECKS 

• GUARDS 

• CARD KEYS / BADGES 

• ESCORTED ACCESS 

• KEYED LOCKS / LOTO 

• LEAST PRIVILEGE ACCESS 

• PROCEDURES 

• JOB SAFETY ASSESSMENT 

 

CYBER CONTROL 
• TRAINING 

• ANTI-VIRUS & PATCHING 

• FIREWALLS 

• CARD KEYS / BADGES 

• ESCORTED ACCESS 

• LOGICAL ACCESS CONTROL 

• LEAST PRIVILEGE ACCESS 

• PROCEDURES 

• CONFIGURATION CHANGE MANAGEMENT 
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NIST FRAMEWORK 
CYBERSECURITY CONTROLS 

PROTECT 



• DEVELOP AND IMPLEMENT THE APPROPRIATE ACTIVITIES TO IDENTIFY 

THE OCCURRENCE OF A CYBERSECURITY EVENT.  

• THE DETECT FUNCTION ENABLES TIMELY DISCOVERY OF 

CYBERSECURITY EVENTS. EXAMPLES OF OUTCOME CATEGORIES 

WITHIN THIS FUNCTION INCLUDE: ANOMALIES AND EVENTS; 

SECURITY CONTINUOUS MONITORING; AND DETECTION PROCESSES.  
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DETECT 

NIST FRAMEWORK 
FUNCTIONS 

Framework for Improving Critical Infrastructure Cybersecurity, Version 1.0, February 12, 2014 



PLANT REFERENCE 

• LOGS / OPERATOR ROUNDS 

• CAMERA / MOTION DETECT 

• ANALYZERS 

• ALARMS / ALERTS 

• UNAUTHORIZED PERSONNEL 

INTERVENTION 

 

CYBER CONTROL 

• LOGS, SECURITY INFORMATION & 

EVENT MONITOR (SIEM) 

• INTRUSION DETECTION 

• NETWORK PERFORMANCE 

MONITORING 

• ALARMS / ALERTS 

• ROGUE DEVICE DETECTION 
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NIST FRAMEWORK 
CYBERSECURITY CONTROLS 

DETECT 



• DEVELOP AND IMPLEMENT THE APPROPRIATE ACTIVITIES TO TAKE 

ACTION REGARDING A DETECTED CYBERSECURITY EVENT.  

• THE RESPOND FUNCTION SUPPORTS THE ABILITY TO CONTAIN THE 

IMPACT OF A POTENTIAL CYBERSECURITY EVENT. EXAMPLES OF 

OUTCOME CATEGORIES WITHIN THIS FUNCTION INCLUDE: RESPONSE 

PLANNING; COMMUNICATIONS; ANALYSIS; MITIGATION; AND 

IMPROVEMENTS.  
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RESPOND 

NIST FRAMEWORK 
FUNCTIONS 

Framework for Improving Critical Infrastructure Cybersecurity, Version 1.0, February 12, 2014 



PLANT REFERENCE 

• EMERGENCY RESPONSE PLANNING 

• EXECUTE EMERGENCY RESPONSE 

PLAN 

• NOTIFY AUTHORITIES 

• ISOLATE & PRESERVE 

• INITIATE RECOVERY 

• UPDATE RESPONSE PLAN 

CYBER CONTROL 

• EMERGENCY RESPONSE PLANNING 

• EXECUTE EMERGENCY RESPONSE 

PLAN 

• NOTIFY AUTHORITIES 

• ISOLATE & PRESERVE 

• INITIATE RECOVERY 

• UPDATE RESPONSE PLAN 
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NIST FRAMEWORK 
CYBERSECURITY CONTROLS 

RESPOND 



• DEVELOP AND IMPLEMENT THE APPROPRIATE ACTIVITIES TO MAINTAIN 

PLANS FOR RESILIENCE AND TO RESTORE ANY CAPABILITIES OR 

SERVICES THAT WERE IMPAIRED DUE TO A CYBERSECURITY EVENT.  

• THE RECOVER FUNCTION SUPPORTS TIMELY RECOVERY TO NORMAL 

OPERATIONS TO REDUCE THE IMPACT FROM A CYBERSECURITY EVENT. 

EXAMPLES OF OUTCOME CATEGORIES WITHIN THIS FUNCTION 

INCLUDE: RECOVERY PLANNING; IMPROVEMENTS; AND 

COMMUNICATIONS.  
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RECOVER 

NIST FRAMEWORK 
FUNCTIONS 

Framework for Improving Critical Infrastructure Cybersecurity, Version 1.0, February 12, 2014 



PLANT REFERENCE 

• BYPASS 

• IMPLEMENT SPARE 

• REPAIR/REBUILD/REPLACE 

• RESET 

CYBER CONTROL 

• ALTERNATE CONTROLS 

• IMPLEMENT SPARE 

• REPAIR/REBUILD/REPLACE 

• RESET 
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NIST FRAMEWORK 
CYBERSECURITY CONTROLS 

RECOVER 



GET HELP 

• REGULATORY BODY 

• RESEARCHERS 

• VENDORS 

• CONSULTANTS 
American Water Works Association (AWWA) 

http://www.awwa.org/resources-tools/water-utility-management/cybersecurity-

guidance.aspx   

 

National Institute of Standards and Technology (NIST) 

Computer Security Division 

www.nist.gov/itl/csd/  

 

United States Computer Emergency Readiness Team (US-CERT) 

www.us-cert.gov  

 

Critical Infrastructure & Security Practice (CISP) 

iom.invensys.com/cybersecurity   

gary.kneeland@schneider-electric.com  

 

 

http://www.awwa.org/resources-tools/water-utility-management/cybersecurity-guidance.aspx
http://www.awwa.org/resources-tools/water-utility-management/cybersecurity-guidance.aspx
http://www.awwa.org/resources-tools/water-utility-management/cybersecurity-guidance.aspx
http://www.awwa.org/resources-tools/water-utility-management/cybersecurity-guidance.aspx
http://www.awwa.org/resources-tools/water-utility-management/cybersecurity-guidance.aspx
http://www.awwa.org/resources-tools/water-utility-management/cybersecurity-guidance.aspx
http://www.awwa.org/resources-tools/water-utility-management/cybersecurity-guidance.aspx
http://www.awwa.org/resources-tools/water-utility-management/cybersecurity-guidance.aspx
http://www.awwa.org/resources-tools/water-utility-management/cybersecurity-guidance.aspx
http://www.nist.gov/itl/csd/
http://www.us-cert.gov/
http://www.us-cert.gov/
http://www.us-cert.gov/
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